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A number of Pharmacies have reported recent visits by officers and agents representing a variety of state and federal law enforcement agencies in which requests were presented for copies of prescriptions.


(In one situation, the agents were not well informed about what the Privacy Regulations have to say about this type of disclosure, and they asked if we would give them a copy of the text for their use in the future.)


The immediate questions for the Pharmacy are how to respond to these requests, and whether disclosure of PHI for law enforcement purposes is included in the class of disclosures for which an accounting is to be made when sought by a patient.


Section 164.512 deals with disclosures of PHI for law enforcement purposes. The underlying principle of the Section is seen in its title, “Uses and disclosures for which an authorization or opportunity to agree or object are not required”.  Subsection (f) expressly authorizes “disclosures for law enforcement purposes” in situations such as mandatory reporting of certain types of wounds or physical injuries (except for child abuse or domestic violence which are covered by other sections), court orders, grand jury subpoenas, an administrative agency subpoenas, or investigative demands authorized by law.  


However, there are three limitations in the subsection: the information sought is to be “relevant and material” to the law enforcement inquiry; the request is to be “specific and limited” to the purpose for which the information is sought; and “de-identified information” could not reasonably be used.  These limitations indicate that in addition to verifying the identity of the person presenting the subpoena or demand, it is advisable for the pharmacist on duty or a senior member of the pharmacy staff to ask about the reasons for the request of PHI, citing this Section of the Privacy Regulations as the need for these questions. The pharmacy should keep a copy of the subpoena or civil investigation demand in a patient file, and if the officer or agent declined to provide information about the nature of the matter involved, that should be noted on the file copy. 


Although as noted at tab 11 in the Manual, we have seen differences of opinion on whether law enforcement disclosures of PHI of this type are to be included in response to a patient’s request for an accounting of disclosures of the patient’s PHI, we recommend that records of these disclosures be kept and included in the accounting.

