PHYSICAL SAFEGUARDS
RISK MANAGEMENT CHART FOR PROTECTING PATIENT INFORMATION IN ELECTRONIC FORM
PERFORMANCE STANDARD


IMPLEMENTATION SPECIFICATIONS

IMPLEMENTATION DATE
RECOMMENDED ACTION

	1.  Facility Access Controls:
Adopt policies and procedures to limit physical access to the Pharmacy’s electronic information systems that contain ePHI and the locations in the Pharmacy in which they are housed, while ensuring that access by properly authorized Pharmacy employees and others is allowed.
	(a). Contingency Operations (A):  Develop procedures that support the restoration of lost ePHI under the Disaster Recovery and Emergency Mode Operations Plans in the event of an emergency.

(b). Facility Security Plan (A): Adopt policies and procedures that safeguard the Pharmacy and its ePHI equipment from unauthorized physical access, tampering, and theft. 

(c). Access Control and Validation Procedures (A):

Adopt procedures to control and validate access to ePHI equipment on a job related, need to know basis for both Pharmacy employees and for vendor representatives who are on the Pharmacy’s premises from time to time for computer servicing, repairs and replacements.

(d). Maintenance Records (A): Develop a system for keeping a written record of changes in the Pharmacy’s premises that may affect the security of ePHI, such as changes in the location of, or access to, the pharmacy department as well as changes in the general access to the Pharmacy’s premises or to the basic security of the Pharmacy such as the treatment of windows, doors, and internal and external security installations.
	______, 2005

______, 2005

______, 2005

______, 2005
	See the suggested form entitled “Current and Revised Data Backup Plan for ePHI”; consultation with the Pharmacy’s ePHI system vendor(s) is also recommended.

See the suggested form entitled “Security Policies and Procedures for all Employees”, and the following suggested forms entitled “Pharmacy Security Devices”, and “Pharmacy Department Visitors Log”, as well as the Amended Business Associate Agreement.

See the following suggested form entitled “Pharmacy Security Devices”.  

	2. Work Station Use:  For each location in the Pharmacy that contains any electronic device that has access to the Pharmacy’s ePHI (including computer, terminals, lap tops, etc.) develop policies and procedures as to the functions to be performed at each location (for example, dispensing, billing or patient counseling) and the security measures that will control access to the location and the use of the ePHI system equipment.





	  There are no Implementation Specifications for this Performance Standard because the Standard alone sets out what needs to be done.  It looks like good practice to have a full catalogue of all of the ePHI workstations within the pharmacy department and, if any, elsewhere on the Pharmacy’s premises as well as any portable electronic devices with ePHI access. Installing automatic log-off will also help to secure ePHI. If portable devices such as lap tops are used by the Pharmacy, they need to be securely pass worded or otherwise restricted to the Pharmacy employee who has the device in his or her possession.
	______, 2005
	See the suggested form entitled “Security Policies and Procedures for all Employees” (particularly paragraph 3) and the following suggested forms entitled “Workstations with Access to ePHI” and “Portable Electronic Devices with Access to ePHI”.

	3. Workstation Security:  Install physical safeguards for all workstations that have access to the Pharmacy’s ePHI in order to prevent unauthorized employees and others from being able to be at those workstations. 
	Like “2” above, there are no Implementation Specifications for this Performance Standard because the Standard alone sets out what needs to be done.  The basic idea is that there must be actual physical limitations in place such as secured gates or doors that have keys or entry codes for pharmacy department employees only that are capable of excluding all other persons not expressly authorized for entry.    


	______,2005
	See the suggested form entitled “Security Policies and Procedures for all Employees” and the following suggested form entitled “Workstations With Access to ePHI”.



	4. Device and Media Controls:  Adopt a system that controls and documents the receipt and removal of all hardware and electronic media that contain ePHI and, if needed, the movement of the hardware and media within the Pharmacy.


	(a). Disposal (R): Similar to the Privacy Rule, the Pharmacy must make sure that all electronic media in any form that are to be disposed of are fully purged of all ePHI in a way that will prevent the ePHI from being restored. We are advised that simply deleting or “erasing” a tape or a disc does not prevent its ePHI from being restored, but that actual physical destruction of the disc or tape is the best practice. Also, if the Pharmacy is replacing its ePHI computer system in whole or in part, it is likely to be necessary to remove the hard drive’s memory.  It is recommended that a written record of the removal of ePHI be kept by the Pharmacy.  

(b). Media Re-use (R):  All electronic media, if any that are to be reused within the Pharmacy should first be effectively purged of ePHI. The recommended practice, however, is to destroy all electronic media that are no longer needed. 
(c). Accountability (A): The practice suggested by this Specification is to maintain a paper or electronic trail of  the movement of hardware and electronic media that contain ePHI within, into, and out of the Pharmacy together with the names of the persons directly involved in the movement, including Pharmacy employees and vendors. As indicated above at “2”, this Specification appears to be particularly valuable if the Pharmacy uses portable electronic devices that can access ePHI.  The record should show who took out what, for what purpose and when the device was returned to the Pharmacy.

(d). Data Backup and Storage (A):  This Specification calls for making “a retrievable, exact copy” of the ePHI, “when needed” before the movement of any equipment in the Pharmacy’s ePHI system. The Pharmacy should already have a backup and retrieval system in order to be able to dispense correct refills under emergency conditions.  That system ought to be consistent with the requirements of the Security Rule.


	______, 2005

______, 2005

______, 2005
	See the following suggested forms entitled “Movement of ePHI System Components” and “Disposition of Electronic Media Containing ePHI”.

See the following suggested form entitled “Disposition of Electronic Media Containing ePHI”.

See the following suggested forms entitled “Movement of ePHI System Components”, “Disposition of Electronic Media Containing ePHI” and “Portable Electronic Devices with Access to ePHI”.

See the suggested form entitled “Current and Revised Data Backup Plan for ePHI”.


PAGE  
1
(R) = REQUIRED IMPLEMENTATION SPECIFICATION
                          (A) = ADDRESSABLE IMPLEMENTATION SPECIFICATION


