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9/21/04
RISK ANALYSIS 


The Risk Analysis that is required by the HIPAA Security Rule is a documented assessment that describes the potential risks and vulnerabilities to the confidentiality, integrity, and availability of electronic protected health information (“ePHI”) maintained, created, received or transmitted by the Pharmacy. It is intended to cover all relevant losses caused by unauthorized uses and disclosures and loss of data integrity that would be expected to occur in the absence of the security measures that the Risk Analysis indicates are needed to protect the Pharmacy and its patients’ ePHI.


Please remember that the attached Worksheet (or a similar form that is consistent with the Security Rule) will be the basis for the next required step which will be taking action to address the risks identified by the Analysis, and developing written policies and procedures as required or recommended by the Rule for the elimination or reduction of risks to ePHI, (the “Risk Management” phase).

In using the Worksheet, please briefly describe the risk(s) or vulnerability to the Pharmacy’s ePHI in each of the categories listed, and then score and average the Probability and the Impact on ePHI as suggested by the attached Memo. (If more space is needed for the description, please attach an additional page and indicate the Category and the Risk being described).  As an example, an entry might read like this:

	
	
	
	High                    Low

	
	
	Score
	 5   4    3    2    1

	Category
	Risk/Vulnerability to ePHI
	Probability

Score
	Impact

Score
	Average

	BUILDING
	What is the risk of your business being burglarized?
	
	
	

	
	
	
	
	

	
	Slight because of secure doors and windows and
	
	
	

	
	Alarm system wired to the Police Dept.
	    3
	    1
	   2
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	High                    Low

	
	
	Score
	 5   4    3    2    1

	Category
	Risk/Vulnerability to ePHI
	Probability
Score
	Impact
Score
	Average

	BUILDING
	What is the risk of your business being burglarized? 
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	What is your fire risk?
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	What is your vulnerability to natural disaster?
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	What is your vulnerability to faulty plumbing?
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	What is your vulnerability to loss of electricity?
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	EMPLOYEES
	What is the risk for intentional unlawful disclosure?
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	
	
	
	High                    Low

	
	
	Score
	 5   4    3    2    1

	Category
	Risk/Vulnerability to ePHI
	Probability

Score
	Impact

Score
	Average

	EMPLOYEES (cont’d)
	What is the risk for accidental unlawful disclosure?
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	What is your risk for unauthorized access to ePHI?
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	EMPLOYEES (Cont’d)
	What is your risk of employee tampering with ePHI?
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	What is your risk of employee theft of ePHI?
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	What is your risk of employee erroneous data entry of ePHI?
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	What is your risk of any other employee misconduct with ePHI?
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	Category

	     Risk/Vulnerability to ePHI
	Probability Score
	Impact Score
	Average


	CONTRACTORS
	What is your risk of unauthorized access to ePHI?
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	What is your risk of unauthorized viewing of ePHI?
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	ELECTRONIC
	What is your risk of external intrusion to ePHI?
	
	
	

	INFORMATION
	
	
	
	

	SYSTEM
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	What is your risk for corruption of ePHI by any
	
	
	

	
	source?
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	What is your risk of loss of ePHI resulting from
	
	
	

	
	system damage? 
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	What is your risk of the unavailability of ePHI?
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	Category

	           Risk/Vulnerability to ePHI
	Probability
Score
	Impact
Score
	Average

	DISPOSAL OF DISCS,
	What is your risk of failing to erase all ePHI?
	
	
	

	HARDWARE, ETC.
	
	
	
	

	THAT CONTAIN 
	
	
	
	

	ePHI
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	RISKS PARTICULAR
	
	
	
	

	TO YOUR 
	
	
	
	

	PHARMACY NOT
	
	
	
	

	INCLUDED ABOVE
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


NPSC Work Sheet Sep 21
RISK ANALYSIS SUMMARY

[Using the Risk Analysis, please fill in the attached form by starting with the highest average Probability+Impact score(s) in the first column on the left.  Then work down to the lowest average numbers in the following rows. In the second column, add the Categories in which these averages appeared.  In the third column, briefly describe the nature of the Risks or Vulnerabilities that were found to exist.  In the fourth column, briefly describe the defensive action(s) taken or to be taken; and as to the latter, approximate the date.  In the last column, indicate which (including all if appropriate) of the Security Rule Safeguards apply to the Pharmacy’s defensive actions.  As an example, an entry might look like the following:]

	AVERAGE

 SCORE
	CATEGORY
	DESCRIPTION OF THE RISK

OR VULNERABILITY
	DESCRIPTION OF THE

DEFENSIVE ACTION TAKEN OR TO BE TAKEN 
	SECURITY RULE SAFEGUARDS

 CHECK OFF

Administrative      Physical         Technical

	    4.5
	Employees
	Unauthorized access to a patient’s PHI
	New password system to be created and new software to be installed to control and to audit access to ePHI, 3/25/05 
	       x
	    
	       x


RISK ANALYSIS SUMMARY CHART
	AVERAGE

SCORE


	CATEGORY
	DESCRIPTION OF THE RISK OR VULNERABILITY
	DESCRIPTION OF THE DEFENSIVE ACTION TAKEN OR TO BE TAKEN
	SECURITY RULE SAFEGUARDS CHECK OFF
Admin         Physical        Technical
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