MEMO:  
TO OUR PARTICIPATING PHARMACIES

RE: 

STARTING HIPAA RISK MANAGEMENT

DATE:  
February 10, 2005
________________________________________________________________________


Now that the Risk Analysis has been completed, and April 20th is coming closer, we need to develop security measures to reduce the risks and vulnerabilities that have been identified to a reasonable and appropriate level consistent with the General Requirements of the Security Rule.

1. The General Requirements include:


 (1). Protecting the confidentiality, integrity, and availability of all the Protected 
Health Information that the Pharmacy creates, receives, maintains or transmits 
electronically, i.e. “ePHI”, (paper transactions and records are not included); 

(2). Protecting against any reasonably anticipated threats or hazards to ePHI; 

(3). Protecting against any reasonably anticipated uses or disclosures that would 
violate the Privacy Rule; and,


(4). Making sure that every Pharmacy employee who may have access to ePHI 
fully complies with the protective policies and procedures that the Pharmacy 
adopts. 
2. The Risk Management Chart.


Included with this Memo in the mailing is a Risk Management Chart that displays the Performance Standards and the Implementation Specifications that are contained in the “Administrative Safeguards” section of the Rule (Section 164.306). This section contains the largest number of Performance Standards and Implementation Specifications in the whole Rule. You may recall that the “Standards” tell providers what security tasks to perform and the “Specifications” describe how to perform them. We will be following-up with similar Memos on the remaining sections entitled “Physical Safeguards” and “Technical Safeguards”. 
3. How to Use the Chart.


The chart lists the Standards in the left column with a brief explanation of the security goals they represent. The next column is a list of the Implementation Specifications that are related to each of the Standards. The Specifications that are required to be followed are marked with an “(R)”.  The Specifications that are not required but are “addressable” are marked with an “(A)”.  

An addressable Specification is a task that is “appropriate and reasonable” for the Pharmacy and that can actually be implemented by the Pharmacy. But, if the Specification is inappropriate or unreasonable and cannot be implemented by the Pharmacy, then the Pharmacy can select a different approach to reach the same result in terms of protecting ePHI.  If the Pharmacy decides that neither the Specification nor an alternative is appropriate and reasonable, the Pharmacy will need to keep a written explanation of how it is meeting the Standard without implementing the Addressable Specification or some alternative approach.  Addressable does not mean “do nothing at all”. 

In the last two columns on the chart we have added spaces for the dates on which the steps suggested in the “Action” column have been taken.  It is strongly suggested that each of the Action items be taken, or at the very least started, before 4/20/05, the effective date of the Security Rule. In the “Action Taken” column you will see direct references to draft documents included in this mailing that reflect what the Implementation Specifications describe. 
Non-QS/1 users will be interested in the description of release 18.1 of QS/1’s pharmacy software, which brings the software in compliance with the Security Rule.  In case you have not yet seen a description of 18.1, a copy QS-1’s description of its capabilities is included in this mailing.

As we did in the past with the Privacy Rule, the draft documents referenced in the Risk Management Chart are here for your review. If they fit the operations of your Pharmacy, you can adopt them as written.  If, on the other hand, you see the need for some “custom tailoring”, please do so.  But, in that process, try to keep the main ideas of the draft intact unless significant substantive changes will make the text more appropriate to your own operating style (e.g. Employee Sanctions). If that turns out to be the case, we suggest that you let us work with you on the revisions you have in mind.

 
Since both the Privacy Rule and the Security Rule are intended to be ongoing processes, it is likely that there will be changes in our suggestions as to these materials. But, let us emphasize once again that it is in the best interests of each Participating Pharmacy to be able to show that it has made reasonable efforts to comply with the Security Rule (and that it continues its efforts to comply with the Privacy Rule) before 4/20/05.  Adopting the drafts in some form and operating within them will help to establish that you are bringing your operations into line with the Rule. 
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