RISK MANAGEMENT CHART FOR  PROTECTING PATIENT INFORMATION IN ELECTRONIC FORM
ADMINISTRATIVE SAFEGUARDS
PERFORMANCE STANDARD


 IMPLEMENTATION SPECIFICATIONS

DATE COMPLETED     ACTION TAKEN




	1. Security Management Process:

Policies and procedures to prevent, detect, contain and correct security violations
	(a). Risk Analysis(R): A documented examination of the potential risks and vulnerabilities to the confidentiality, integrity, and availability of the Pharmacy’s ePHI
(b). Risk  Management(R): Adopt security measures that can reduce risks and vulnerabilities to ePHI to a level that reasonably complies with the Privacy Rule
(c). Employee Sanctions(R): Establish disciplinary actions to be taken when employees fail to comply with the Pharmacy’s security policies and procedures
(d). Information System Activity Review(R): Use audit log software and security incident reports of security violations
	______, 2004
______, 2005

______, 2005

______, 2005
	Risk Analysis Completed
See, Security Policies and Procedures for All Employees
See, Personnel Policies Concerning Patients’ Protected Health Information Employee Sanctions
QS/1 Release 18.1

	2. Assigned Security Responsibility:

Appoint the Security Official



	None
	______, 2004
	Security Official Appointed

	3. Workforce Security:

Limit Employee Access to ePHI on a need to know basis 
	(a). Authorization and Supervision(A): Authorizing and supervising Pharmacy employees who work with ePHI or in locations where ePHI can be observed
(b). Workforce Clearance Procedure(A): Determine whether an employee’s access to ePHI is appropriate
(c). Termination Procedures(A): Bar access to ePHI for employees removed from the pharmacy department
	______, 2005

______, 2005

______, 2005
	See, Security Policies and Procedures for All Employees
See Attached Employment Application

See, Security Policies and Procedures for All Employees


	4. Information Access Management: 
Maintain procedures that comply with the Privacy Rule
	(a). Access Authorization(A): Limit access to all areas where ePHI might be seen by unauthorized employees and others

(b). Access Establishment and  Modification(A): Establish, document, review and modify when indicated an employee’s access to a work station, transaction, program or process
	______, 2005

______, 2005


	See, Security Policies and Procedures for All Employees
See, Security Policies and Procedures for All Employees

	5. Security Awareness and Training: 
Have an ongoing Security training program for all employees with access to ePHI including management






	(a). Security Reminders(A): Periodic programs in ePHI security for the entire workforce with access to ePHI 
(b). Protection from Malicious Software(A): Adopt the means to detect and to report intrusions into the ePHI information system

(c). Log-in Monitoring (A): Adopt the means to detect attempts to view ePHI as well as actual log-ins 

(d). Password Management(A): Have a plan to create, to change, and to regulate the use of passwords that permit access to ePHI
	______, 2005

_______, 2005

_______, 2005

_______, 2005


	See, Pharmacy Employees’ Guide to the HIPAA Security Rule (An overall training plan will accompany the Technical Safeguards chart.)
QS/1 Release 18.1

QS/1 Release 18.1

See, Security Policies and Procedures for All Employees

	6. Security Incident Procedures: 
Have a plan to deal with and document events that involve attempted and actual security violations
	Response and Reporting(R): Investigate actual or suspected breaches of security, take steps to mitigate harmful effects, and document security incidents and their outcomes 
	_______, 2005                           
	See, Security Policies and Procedures for All Employees

	7. Contingency Planning: 
Have a plan that deals with Pharmacy operations when an emergency such as a fire or a natural disaster may impair access or damage or destroy ePHI 
	(a). Data Backup Plan(R): Describe the pharmacy’s data system backup arrangements as well as any changes that may be needed to protect ePHI
(b). Disaster RecoveryPlan(R): Create a procedure to use the backup data to recreate patients’ ePHI on repaired or replaced computer equipment

(c). Emergency Mode Operation Plan(R): The pharmacy may already have an auxiliary system to document refills of controlled substances when the main information system is down for any reason. The attached form could be used to show how that auxiliary system can be modified to cover all ePHI

(d). Testing and Revision Procedure(A): Periodic “fire drill” type exercises to simulate a computer crash and to use the Contingency Plan to restore access to accurate ePHI

(e). Applications and Data Criticality Analysis(A): An assessment of the computer applications that would need to be restored first in the event of  damage to the ePHI system that would enable the pharmacy to operate at least in an emergency mode 
	_______, 2005

_______, 2005

_______, 2005

_______, 2005

_______, 2005


	See, Current Data Backup Chart 

See, Current Data Backup Chart 

See, Current Data Backup Chart 

See, Current Data Backup Chart 

See, Current Data Backup Chart 



	8. Periodic Evaluation of Security Policies and Procedures:  
Testing security plans from time to time to make sure the plans keep up with technical or other changes at the pharmacy that could affect the security of ePHI
	None
	_______, 2005


	See, Current Data Backup Chart 



	9. Upgrading Business Associate Agreements: Depending on the text of  the Agreements signed in connection with the Privacy Rule, it may be necessary to add ePHI security provisions


	Written Contract or Other Arrangement(R): This Specification requires the Pharmacy to amend its existing Business Associate Agreements to include the provisions set out in Section 164. 314.
	_______, 2005
	See, Business Associate Amendment and Business Associate cover letter.
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