[Pharmacy Name]
PERSONNEL POLICIES

CONCERNING PATIENTS’

PROTECTED HEALTH INFORMATION
EMPLOYEE SANCTIONS
I. The General Policy.


A. Compliance with the HIPAA Privacy Rule. 




















             


As the result of our training program, every employee in our pharmacy department should be well aware of his or her personal obligation to avoid disclosures of our patients’ protected health information (“PHI”) that are contrary to the requirements of the Privacy Rule.  Accordingly, it is the policy of this Pharmacy that its health care operations in respect to our patients’ PHI will be conducted in a manner that is consistent with the provisions of the Privacy Rule. 


Even though it is expected that each pharmacy department employee understands the difference between proper and improper disclosures of PHI, and that  when in doubt will consult our Privacy Official or the pharmacist on duty in the absence of the Privacy Official, Section 164.530(e)(1) of the Privacy Rule requires this Pharmacy  as a covered entity to  “have and apply appropriate sanctions against members of its workforce who fail to comply with the privacy policies and procedures of the covered entity” or the requirements of the  Privacy Rule. 


       The Privacy Rule also provides that sanctions are not to be applied against any employee who, in the absence of any improper use or disclosure of PHI, 



(1) In good faith discloses PHI to a health oversight agency or to a public health authority to report violations of law or of professional standards or potential danger to one or more patients or to workers or to the public; or,



(2) Is the victim of a crime and discloses PHI to a law enforcement official about the suspected perpetrator within the limits provided in Section 164.502(j) of the Privacy Rule. 

Similarly, the sanctions will not be applied against any employee for exercising any right conferred by the Privacy Rule including the filing of a complaint with the U.S. Secretary of Health and Human services, or testifying in any investigation, compliance review, proceeding or hearing, or opposing by reasonable means and without the disclosure of PHI in violation of the Privacy Rule, any act or practice that the employee in good faith believes to be unlawful. 

B. Compliance with the HIPAA Security Rule.  

The HIPAA Security Rule in Section 164.308(a)(ii)(C) also requires this Pharmacy to “Apply appropriate sanctions against workforce members who fail to comply with the security policies and procedures of the covered entity”.  Accordingly, it is the policy of this Pharmacy that its health care operations that involve the creation, maintenance, and transmission of our patients’ protected health care information in electronic medium (“ePHI”) will be conducted in a manner that is consistent with the Security Rule.

II. Privacy Rule Violations.

Accordingly, in order to comply with the Privacy Rule, the disciplinary sanctions described in this Part II have been adopted as to all employees who have any access to our patient’s PHI:.



A.  First Level: 



(1). An employee negligently accesses, reviews or discloses a patient’s PHI when the employee has no need to do so, or even if authorized to access PHI does so in situations such as discussing the PHI either in person or by telephone under circumstances in which the discussion may readily be overheard; 



(2). An employee leaves a fax  transmission, a prescription or other form of PHI in an area open to employees not assigned to the pharmacy department or open to members of the public; 



(3). An employee allows a computer screen displaying PHI unattended so that it may be read by unauthorized individuals inside or outside of the pharmacy department; or 



(4). An employee is involved in some other negligent but unintentionally improper or potentially improper disclosure of PHI.



B. Second Level: 



 An employee without the need to do so on the basis of the employee’s job duties accesses one or more patients’ PHI out of curiosity or concern about a particular patient, but does not disclose the PHI to any individual or entity and is not motivated by the expectation or receipt of any personal gain.



C. Third Level:  



An employee intentionally accesses, reviews and for some form of received or anticipated personal gain or with malicious intent to cause harm discloses the PHI of one or more patients to any unauthorized individual or entity. 


D.  Fourth Level:




An employee becomes aware that a Privacy Rule violation has occurred, but fails to report the violation to the Privacy Official or to the pharmacist on duty in the absence of the Privacy Official, to the full extent of the employee’s awareness of the circumstances and the participant(s), contrary to the duty of each employee to do so.  


III. Privacy Rule Disciplinary Process. 



A.  Recording:



  The Privacy Official shall make a written record of each policy violation reported or otherwise discovered, shall investigate each violation, and shall make a written record of the sanctions, if any, that are applied.



B.  Sanctions:



  Where there is sufficient reliable information available to support a finding that an employee has committed a violation of the Privacy Rule, the following sanctions shall be applied:




(1). First Level: 



For a first violation, the employee will have individual counseling or retraining and a written warning will be issued to the employee and a copy will be placed in the employee’s personnel file. In the absence of a subsequent First Level violation in the following 6 months, the warning letter will be removed from the employee’s personnel file. However, repeated Level One violations may result in termination of employment.



(2). Second Level:




 For first violation, the employee will have individual counseling or retraining and a written notice of probation will be given to the employee and a copy will be placed in the employee’s personnel file. The employee will be placed on probation for such period of time as the Privacy Official believes to be appropriate. At the end of the period of probation, no further violations having occurred, the notice will be removed from the employee’s personnel file. A further violation of the Privacy Rule occurring during the probation period may result in termination of employment, and another Second Level violation occurring after the period of probation may also result in termination of employment.




(3). Third Level: 




  A Third Level violation, in the absence of significant extenuating circumstances will result in termination of employment.  In addition, the Pharmacy reserves the right to make a report of the circumstances to the appropriate authorities.



(4). Fourth Level:




The Privacy Official shall have discretion to determine the level of sanctions to be applied to the employee in light of the circumstances involved. 


IV. Security Rule Violations.



A. Level One: 



The senior pharmacy department employee on duty at the time permits an employee of this Pharmacy who is not assigned to the pharmacy department or any other unauthorized person to be present in the pharmacy department without being supervised by an employee assigned to the pharmacy department.


B. Level Two:



An employee becomes aware of any condition or circumstance concerning our patients’ phi that appears to be inconsistent with phi security and fails to promptly report it to the Security Official contrary to each employee’s duty to do so.



C. Level Three: 



An employee becomes aware of any actual attempt or successful unauthorized use, disclosure, modification or destruction of any of our patients’ phi and fails to promptly report it to the Security Official contrary to each employee’s duty to do so.


D. Level Four:



An employee without proper advance authorization from the Security Official, and outside of the duties of the employee’s position, accesses, uses, discloses, modifies or destroys any of our patients’ PHI.


V. Security Rule Disciplinary Process.



The Security Official shall have discretion to apply the provisions of part III above in accordance with the circumstances of each Security Rule violation.

VI. At Will Employment. 


No provision of  these Personnel Policies is to be construed as altering the  status of any employee who is an employee at will.  All Pharmacy employees are advised that this Pharmacy reserves the right make such changes in these policies that it considers to be necessary or appropriate and to immediately terminate any at will employee when this Pharmacy determines that it is in its best interests to do so. 

VII. NOTE:


A. It is important for our employees to understand that under Section 164.530(f) of the  Privacy Rule this Pharmacy is required “to mitigate, to the extent practicable, any harmful effect” of an improper use or disclosure of PHI. The process of reducing the harm resulting from an improper use or disclosure of PHI may well put additional financial and operational stress on this Pharmacy. 

It is our hope that every pharmacy department employee will keep this in mind and strive for strict protection of our patients’ PHI and ePHI so that the sanctions described above will not have to be invoked. 



B. It is also important for our employees to know that violations of the Privacy Rule or the Security Rule may result in civil and criminal penalties that can be imposed on an individual employee alone or on both the employee and the employer, depending on the involvement of each in the violation.  The civil penalties start with up to $100 per individual for a single violation and increase to a maximum of $25,000 for multiple identical violations within a calendar year.  The criminal penalties arise when someone knowingly commits a violation or causes someone else to do so.  The penalties increase depending on the intent of the person involved. The lowest level of punishment is a fine of up to $50,000 and imprisonment for up one year.  The range then moves upward to a maximum of $100,000 and a sentence of up to five years if “false pretenses” are found, and then up to $250,000 and sentence of up to ten years if the intention was to use the information for “commercial advantage”, or personal gain, or to cause malicious harm to someone.  In light of these very severe consequences for HIPAA violations, the need for extreme care by every employee becomes very clear. 
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