[Pharmacy Name]
PHARMACY EMPLOYEES’ GUIDE

TO THE

HIPAA SECURITY RULE
1. Background.

We know from our Privacy Training that the principal goal of HIPAA is the protection of our patients’ individually identifiable health information from improper disclosure and other forms of unlawful use.  In many respects, the Privacy Rule formalized basic concepts and practices as to the complete confidentiality of patients’ health information that have been the tradition of community pharmacies like ours throughout our history.

The Security Rule, effective April 20, 2005, presents a different set of performance standards for our Pharmacy and for just about every other health care provider in the U.S.  The Rule is the direct result of the increasing use of electronic technology to create, maintain and transmit our patients’ identifiable health information.  Unfortunately, a by-product of this technology is its vulnerability to intrusion.  It has become possible for unauthorized people to not only observe patient information but to use it for commercial and even criminal purposes.  By the mid-nineties it became clear that strong boundaries were needed if the kind of patient privacy we knew in the past was to be maintained for the future.  The Security Rule is the second major step in that direction.  It consists of a series of detailed administrative, physical and technical safeguards.  Because many of those details are not historically familiar to us, we need to go through a learning process in order to be able to carry out the Rule’s objectives.

What follows is an outline of the Rule that affects your work with our patients’ electronic health information.  It would extend this Guide to an unreasonable length if we tried to include the entire contents of the Rule.  Instead, we will focus on the main ideas, knowing that as we start to live with the Rule the questions and answers we will share with each other and our work experiences will steadily increase our understanding of our obligations.

2. The General Principles of the Rule. 

 (a). Protecting the confidentiality, integrity, and availability of all the Protected Health Information that the Pharmacy creates, receives, maintains or transmits electronically, i.e.“ePHI”, (paper transactions and records are not included); 


(b). Protecting against any reasonably anticipated threats or hazards to ePHI; 


(c). Protecting against any reasonably anticipated uses or disclosures that would 
violate the Privacy Rule; and,


(d). Making sure that every Pharmacy employee who may have access to ePHI 
fully complies with the protective policies and procedures that the Pharmacy 
adopts.
3. A Summary of the Three Categories of ePHI Safeguards.

(a). The Administrative Safeguards include a series of performance standards and 
implementation specifications that call for: (1) the appointment of a Security 
Official who will be in charge of all security activities in our Pharmacy that affect 
our patients’ ePHI ; (2) controlling and limiting our employee’s access to ePHI 
on a need to know basis; (3) continued adherence to the Privacy Rule; (4) ongoing 
security training; (5) dealing with actual or threatened breaches of ePHI security; 
and, (6), being prepared to work through disasters and emergency situations that 
impair the availability of our patients’ ePHI.


(b). The Physical Safeguards deal with the way the work stations in the Pharmacy 
that have access to ePHI are set up. The objectives are to protect these locations 
against unauthorized entry and use.  In addition, we are required to make sure that 
all discs, tapes, hardware and software that are to be disposed of or reused are 
completely emptied of our patents’ ePHI.


(c). The Technical Safeguards make it necessary to work with our computer 
system vendors to develop password systems for access to ePHI and that can 
disclose who has been accessing the system.  In addition, this part of the Rule 
calls for the installation of controls that will protect against improper and 
unlawful intrusion into the Pharmacy’s electronic health information system.

4. Your Own Responsibilities.   

Both the Privacy Rule and the Security Rule present our Pharmacy with a lengthy set of detailed obligations. Yet, the “common denominator” for both Rules is the need for a continued awareness of personal responsibility to protect the privacy, accuracy and availability of our patients’ health information.  If at any time you are faced with a situation or a question that leaves you in doubt, consult the Security Official or the Security Official’s designee before acting or answering.


Remember that there are serious civil and even criminal penalties for violations of the Privacy Rule and the Security Rule that can be imposed on both our Pharmacy and the employee(s) involved.  It is our goal to avoid violations by being constantly alert. 
