SECURITY RULE OUTLINE
PERFORMANCE STANDARDS
                                         IMPLEMENTATION SPECIFICATIONS                                            NOTES & QUESTIONS


TRAINING MATERIALS

SECURITY RULE OUTLINE


	ADMINISTRATIVE SAFEGUARDS

1. Security Management Process:

Policies and procedures to prevent, detect, contain and correct security violations.
	(a). Risk Analysis(R): A documented examination of the potential risks and vulnerabilities to the confidentiality, integrity, and availability of the Pharmacy’s ePHI.
(b). Risk Management(R): Adopt security measures that can reduce risks and vulnerabilities to ePHI to a level that reasonably complies with the Privacy Rule.
(c). Employee Sanctions(R): Establish disciplinary actions to be taken when employees fail to comply with the Pharmacy’s security policies and procedures.
(d). Information System Activity Review(R): Use audit log software and security incident reports of security violations.

	

	2. Assigned Security Responsibility:

Appoint the Security Official.



	None
	

	3. Workforce Security:

Limit employee access to ePHI on a need to know basis.
	(a). Authorization and Supervision(A): Authorizing and supervising Pharmacy employees who work with ePHI or in locations where ePHI can be observed.
(b). Workforce Clearance Procedure(A): Determine whether an employee’s access to ePHI is appropriate.
(c). Termination Procedures(A): Bar access to ePHI for employees removed from the pharmacy department.

	

	4. Information Access Management:
Maintain procedures that comply with the Privacy Rule.
ADMINISTRATIVE SAFEGUARDS
	(a). Access Authorization(A): Limit access to all areas where ePHI might be seen by unauthorized employees and others.
(b). Access Establishment and  Modification (A): 

Establish, document, review and modify when indicated an employee’s access to a work station, transaction, program or process.
	

	5. Security Awareness and Training:

Have an ongoing Security training program for all employees with access to ePHI including management.






	(a). Security Reminders (A): Periodic programs in ePHI security for the entire workforce with access to ePHI.
(b). Protection from Malicious Software (A): Adopt the means to detect and to report intrusions into the ePHI information system.
(c). Log-in Monitoring (A): Adopt the means to detect attempts to view ePHI as well as actual    log-ins.
(d). Password Management (A): Have a plan to create, to change, and to regulate the use of passwords that permit access to ePHI.
	

	6. Security Incident Procedures:
Have a plan to deal with and document events that involve attempted and actual security violations.
	Response and Reporting (R): Investigate actual or suspected breaches of security, take steps to mitigate harmful effects, and document security incidents and their outcomes.
	

	7. Contingency Planning:

Have a plan that deals with Pharmacy operations when an emergency such as a fire or a natural disaster may impair access or damage or destroy ePHI.
ADMINISTRATIVE SAFEGUARDS
	(a). Data Backup Plan (R): Describe the pharmacy’s data system backup arrangements as well as any changes that may be needed to protect ePHI.
(b). Disaster RecoveryPlan (R): Create a procedure to use the backup data to recreate patients’ ePHI on repaired or replaced computer equipment.
(c). Emergency Mode Operation Plan (R): The pharmacy may already have an auxiliary system to document refills of controlled substances when the main information system is down for any reason. The attached form could be used to show how that auxiliary system can be modified to cover all ePHI.
(d). Testing and Revision Procedure (A):  Periodic “fire drill” type exercises to simulate a computer crash and to use the Contingency Plan to restore access to accurate ePHI.
(e). Applications and Data Criticality Analysis (A): An assessment of the computer applications that would need to be restored first in the event of  damage to the ePHI system that would enable the pharmacy to operate at least in an emergency mode.

	

	8. Periodic Evaluation of Security Policies and Procedures:

Testing security plans from time to time to make sure the plans keep up with technical or other changes at the pharmacy that could affect the security of ePHI.

	None
	

	9. Upgrading Business Associate Agreements: Depending on the text of the Agreements signed in connection with the Privacy Rule, it may be necessary to add ePHI security provisions.

	Written Contract or Other Arrangement (R): This Specification requires the Pharmacy to amend its existing Business Associate Agreements to include the provisions set out in Section 164. 314.
	


	PHYSICAL SAFEGUARDS

1. Facility Access Controls:
Adopt policies and procedures to limit physical access to the Pharmacy’s electronic information systems that contain ePHI and the locations in the Pharmacy in which they are housed, while ensuring that access by properly authorized Pharmacy employees and others is allowed.
	(a). Contingency Operations (A): Develop procedures that support the restoration of lost ePHI under the Disaster Recovery and Emergency Mode Operations Plans in the event of an emergency.

(b). Facility Security Plan (A): Adopt policies and procedures that safeguard the Pharmacy and its ePHI equipment from unauthorized physical access, tampering, and theft. 

(c). Access Control and Validation Procedures (A): Adopt procedures to control and validate access to ePHI equipment on a job related, need to know basis for both Pharmacy employees and for vendor representatives who are on the Pharmacy’s premises from time to time for computer servicing, repairs and replacements.

(d). Maintenance Records (A): Develop a system for keeping a written record of changes in the Pharmacy’s premises that may affect the security of ePHI, such as changes in the location of, or access to, the pharmacy department as well as changes in the general access to the Pharmacy’s premises or to the basic security of the Pharmacy such as the treatment of windows, doors, and internal and external security installations.
	

	2. Work Station Use:

For each location in the Pharmacy that contains any electronic device that has access to the Pharmacy’s ePHI (including computer, terminals, lap tops, etc.) develop policies and procedures as to the functions to be performed at each location (for example, dispensing, billing or patient counseling) and the security measures that will control access to the location and the use of the ePHI system equipment.





	There are no Implementation Specifications for this Performance Standard because the Standard alone sets out what needs to be done.  It looks like good practice to have a full catalogue of all of the ePHI workstations within the pharmacy department and, if any, elsewhere on the Pharmacy’s premises as well as any portable electronic devices with ePHI access. Installing automatic log-off will also help to secure ePHI. If portable devices such as lap tops are used by the Pharmacy, they need to be securely password protected or otherwise restricted to the Pharmacy employee who has the device in his or her possession.
	

	PHYSICAL SAFEGUARDS

3. Workstation Security: 
Install physical safeguards for all workstations that have access to the Pharmacy’s ePHI in order to prevent unauthorized employees and others from being able to be at those workstations. 
	Like “2” above, there are no Implementation Specifications for this Performance Standard because the Standard alone sets out what needs to be done.  The basic idea is that there must be actual physical limitations in place such as secured gates or doors that have keys or entry codes for pharmacy department employees only that are capable of excluding all other persons not expressly authorized for entry.    


	

	4. Device and Media Controls: 
Adopt a system that controls and documents the receipt and removal of all hardware and electronic media that contain ePHI and, if needed, the movement of the hardware and media within the Pharmacy.

PHYSICAL SAFEGUARDS


	(a). Disposal (R): Similar to the Privacy Rule, the Pharmacy must make sure that all electronic media in any form that are to be disposed of are fully purged of all ePHI in a way that will prevent the ePHI from being restored. We are advised that simply deleting or “erasing” a tape or a disc does not prevent its ePHI from being restored, but that actual physical destruction of the disc or tape is the best practice. Also, if the Pharmacy is replacing its ePHI computer system in whole or in part, it is likely to be necessary to remove the hard drive’s memory.  It is recommended that a written record of the removal of ePHI be kept by the Pharmacy.  

(b). Media Re-use (R):  All electronic media, if any that are to be reused within the Pharmacy should first be effectively purged of ePHI. The recommended practice, however, is to destroy all electronic media that are no longer needed. 
(c). Accountability (A): The practice suggested by this Specification is to maintain a paper or electronic trail of  the movement of hardware and electronic media that contain ePHI within, into, and out of the Pharmacy together with the names of the persons directly involved in the movement, including Pharmacy employees and vendors. As indicated above at “2”, this Specification appears to be particularly valuable if the Pharmacy uses portable electronic devices that can access ePHI.  The record should show who took out what, for what purpose and when the device was returned to the Pharmacy.

(d). Data Backup and Storage (A):  This Specification calls for making “a retrievable, exact copy” of the ePHI, “when needed” before the movement of any equipment in the Pharmacy’s ePHI system. The Pharmacy should already have a backup and retrieval system in order to be able to dispense correct refills under emergency conditions.  That system ought to be consistent with the requirements of the Security Rule.


	


	TECHNICAL SAFEGUARDS

1. Access Controls:
Adopt technical policies and procedures for ePHI systems that will allow access only to those persons or software programs that have been granted such access by the Pharmacy.

TECHNICAL SAFEGUARDS


	(a). Unique User Identification (R):  This Specification requires the Pharmacy to assign each person who has access to the Pharmacy’s ePHI a distinctive name “and/or number” for the purpose of tracking and identifying those who are using the ePHI system; and also, if needed, to limit the extent of PHI that the identifier will display.  Absolutely no one may use the assigned identifier other than the person to whom it has been assigned.  Otherwise, the ability to track access to ePHI will be compromised in violation of the Rule. This requirement will immediately be recognized as one of the major themes throughout the HIPAA Rules.  If, for example, the Pharmacy has been using personal initials to identify who dispensed a particular prescription, the Pharmacy will need to adopt and assign more individually distinctive identifiers to comply with the Rule. As indicated earlier, the Pharmacy needs to be able to change and revoke these identifiers as needed.

(b). Emergency Access Procedure (R): Adopt procedures for obtaining “necessary” ePHI during an emergency.  This requirement, like the one above has been seen repeatedly in the HIPAA Rules.  The point is that the Pharmacy must have the means in place that will enable the Security Official, his or her designee, or some other authorized Pharmacy employee to retrieve stored backup ePHI under virtually any set of emergency circumstances. A major issue presented here is the need for secure off-site storage that is current and can be quickly retrieved.

(c). Automatic Logoff (A): This Specification

is also familiar by now.  It calls for the Pharmacy to implement “electronic procedures that terminate an electronic session” after a previously determined period of inactivity.  The idea is that ePHI should not be displayed for a period longer than is needed following the completion of a particular task.  Fortunately, this Specification is addressable and can be customized to each Pharmacy’s particular needs. 

(d). Encryption and Decryption (A):  This very short (fortunately, Addressable) Specification calls for the Pharmacy to “Implement a mechanism to encrypt and decrypt” ePHI.  It appears from some of the literature on the subject that this Specification is intended to apply to ePHI that is stored rather than ePHI that is transmitted.  Encryption of transmitted ePHI is the subject of the Performance Standard “Transmission Security” below.  Since this is an Addressable Specification, the Pharmacy ought to first determine whether there is any real need to add this level of protection to its ePHI by referring to its Risk Analysis.


	

	2. Audit Controls:
Implement hardware, software, and/or procedural mechanisms that record and examine activity in information systems that contain or use ePHI.


	There are no Implementation Specifications for this Performance Standard because the Standard alone sets out what needs to be done.  The ability to audit who has had access to the Pharmacy’s ePHI is a very important step in keeping the Pharmacy in compliance with the requirement that it protect the privacy and integrity of its patients’ ePHI.  Most likely, outside technical assistance will be needed to meet the requirements of this Performance Standard.

	

	3. Integrity:

Implement policies and procedures to protect ePHI from improper alteration or destruction.
	Mechanism to Authenticate ePHI (A):  As we have seen, one of the basic duties of the Pharmacy under the HIPAA Rules is to protect each patient’s PHI from any unauthorized addition, deletion or other alteration.  The literature on the subject indicates that an unauthorized alteration could occur as the result of a system failure as well as an intrusion from inside or outside the Pharmacy.  Here, again, the Pharmacy ought to review its Risk Analysis to determine its exposure to any form of corruption of its ePHI.  In any event, outside technical assistance will be needed to meet the requirements of this Performance Standard.  

	

	TECHNICAL SAFEGUARDS

4. Person or Entity Authentication:

Implement procedures to verify that a person or entity seeking access to ePHI is the one he, she, or it claims to be

	There are no Implementation Specifications for this Performance Standard because the Standard alone sets out what needs to be done.   As compared to a large general hospital with numerous workstations with access to PHI and ePHI, the environment in an independent pharmacy is much more controlled.  In addition, adhering to a strict password policy supported by technical barriers ought to be adequate for this Performance Standard.


	

	5. Transmission Security:

Implement technical security measures to guard against unauthorized access to ePHI that is being transmitted over an electronic communications network.


	(a). Integrity Controls (A):  This Addressable Specification calls for the Pharmacy to adopt security measures to ensure that electronically transmitted ePHI is not improperly modified without detection “until disposed of”.   We did not find a great amount of help on this Specification in the available literature.  However, it appears that there are electronic “tools” that can prevent both intrusion and unauthorized access to ePHI that is being sent electronically to or from the Pharmacy.  

(b). Encryption (A): This Addressable Specification recommends encryption of ePHI that is being sent or received if there is reason  for concern about unauthorized intrusion or access. Unless the Pharmacy has had direct experience with interference in its ePHI transmissions and has already become equipped with defensive measures, outside technical assistance will be needed for both evaluation of the risks and recommendations for the protection of ePHI in transmission.
	


Date Certificate of Training to document that this section of training has been completed.
Complete additional training.
ADDITIONAL MATERIALS NEEDED to COMPLETE TRAINING:





TAB 5		Security Policies & Procedures for ALL Employees


TAB 6	Personnel Policies Concerning Patients’ Protected Health Information, Employee Sanctions


TAB 8		Pharmacy Employees’ Guide to the HIPAA Security Rule





Certificate of Training, HIPAA Security (completed and returned to the Security Official)
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