GENERAL OPERATING PRINCIPLES

FOR OUR EMPLOYEES WITH ACCESS

TO OUR PATIENTS’ INDIVIDUAL

HEALTH INFORMATION


As described in our employee-training program, this Pharmacy is a health care provider that transmits in electronic form health information by which our individual patients can be identified. As a result, we are covered by the Health Insurance Portability and Accountability Act of 1996, commonly referred to as “HIPAA”, and the Regulations issued by the federal Department of Health and Human Services.


In order to comply with the Act and the Regulations, we are required to strictly follow policies and practices that are intended to protect the privacy of all health care information that comes into our possession by which the identity of the patient can be learned.  For example, each prescription label shows the name of the patient and the medication that has been dispensed. The combination of the patient’s name and the medication create what the Regulations classify as Protected Health Information or “PHI” for short.


The Regulations specify how and when we may and may not use and disclose PHI, how much of the patient’s PHI can be disclosed under certain circumstances, and when use and disclosure of PHI require the patient’s prior written authorization.  It is very important to be aware that the failure to follow the Regulations can result in significant civil and criminal prosecutions, and also that the Regulations require this Pharmacy to discipline any of its employees who have accidentally or intentionally wrongfully used or disclosed a patient’s PHI.


In order to avoid violations of the required standard of protection, these guidelines are to be used in our daily tasks:

I.   The basic principle is to recognize that each of our employees who has access to any health information about any patient is the guardian of that information and is duty-bound to protect its privacy against all unlawful uses or disclosures.

II.  Applying the basic principle, the following uses and disclosures are permitted:

A.  The patient is entitled to a full disclosure of his or her entire record both orally and in writing.  If the patient is a minor and still in the care of his or her parents, the patient’s parent is recognized as the patient’s  Personal Representative and is entitled to the same disclosure.  If a guardian has been appointed by a court for a patient, the guardian has the same rights to the record.

B. 
If a person other than the patient who is not the patient’s Personal Representative seeks any part of the patient’s PHI, it is essential that the person’s authority be validated first.  If, for example, someone other than the patient comes in to pick up the patient’s prescription, but that person is not known as a member of the patient’s immediate family, as a relative, as a close friend or someone involved with the patient’s health care, or if the patient has not asked us to deliver the prescription to that person, our Privacy Official or a pharmacist on duty must be consulted before the prescription is delivered. Further, no additional information about the patient’s health care other than the prescription itself and how it is to be used is to be given to that person without the approval of our Privacy Official or a pharmacist on duty.

C. 
All discussions in the Pharmacy about a patient’s medical in- formation with the patient or with the patient’s Personal Representative or with a person authorized to pick up a prescription for the patient are to be held only in the designated consultation area and in an appropriately low voice.  If other patients are close enough to overhear the discussion, they should be politely informed that this is a semi-private patient consultation area and asked to step back. The same applies to other employees of this Pharmacy whose job functions do not involve access to our patient’s PHI.   

III.  The Notice of Privacy Practices:

 A. 
On and after April 14, 2003 each patient who first receives a prescription or    other medical supplies from us is to be handed a copy of the Notice and asked to sign the column in the log where receipt of the copy is acknowledged as well as the other columns in the log. One signature for all the columns will not do. Each column must be signed separately. At the same time, the patient is to be given a brief description of the contents of the Notice, i.e. that the law now requires the Pharmacy to describe how the patient’s health information may be used or disclosed by the Pharmacy and also the patient’s rights concerning his or her health information. The patient should be asked if he or she has any questions about the notice. 

B.  
If someone other than the patient receives the prescription or other medical supplies, the Notice should be mailed to the patient with the enclosed acknowledgement post card.

C.  
If the patient declines or is unable to sign the acknowledgement of receiving a copy of the Notice, a short written statement should be prepared describing the effort to obtain the acknowledgement and explaining why it was not obtained. 

D. When presented with a subpoena seeking a patient’s health information or when a person identifies himself or herself as a law enforcement officer and in that capacity seeks health information on one or more our patients, that person is to referred to our Privacy Official or the pharmacist on duty.  

IV. Role-Based Access to Patient’s Health Information:

A.  Employee access to our patients’ health information for purposes of treatment, payment, and health care operations is based on the extent to which employees in the pharmacy department need access in order to do their jobs.  Employees not assigned to the pharmacy department are to have no access to our patients’ health information, except only in the case of a major emergency shortage in our workforce.  In the event of such emergency as determined by the Privacy Official, one or more one or more employees not assigned to the pharmacy department may be so assigned temporarily provided that each such employee has completed his or her HIPAA training. The pharmacist on duty shall strictly limit such temporary employee’s access to patients’ health information to such functions as are needed to prevent the pharmacy department from being unable to provide its services to our patients.

B.  Under normal operating conditions, access to patients’ health information is as follows:

1. Each pharmacist on duty:  full access for purposes of treatment, payment, and health care operations:

2. Each pharmacy technician:  limited to full access as determined by his or her role in the pharmacy department under the supervision of the pharmacist on duty; and, 

3. Each clerk:  subject to applicable state law, access is limited to the health information on the prescriptions ready to be delivered to our patients (except only in the case of a workforce emergency as described in paragraph “A” above in which event additional duties requiring additional limited access may be temporarily assigned by the pharmacist on duty).  

